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Foreword 
 
These proceedings include the papers accepted for the First International Workshop on Model Driven 
Service Engineering and Data Quality and Security (MoSE+DQS 2009), which was held in Hong 
Kong, on November 6th 2009. 

This workshop included two different tracks focusing on Model Driven Service Engineering (MoSE 
track) and Data Quality and Security (DQS track). 

Regarding the first issue we can see that Model-Driven Engineering (MDE) deals with the provision of 
models, transformations between them and code generators to address software development. One of 
the main advantages of model-driven approaches is the provision of a conceptual structure where the 
models used by business managers and analysts can be traced towards more detailed models used by 
software developers. This kind of alignment between high level business specifications and the lower 
level Service Oriented Architectures (SOA) is a crucial aspect in the field of Service-Oriented 
Development (SOD) where meaningful business services and business process specifications are those 
that can give support to real business environment usually changing with increasing speed. SOD has 
become currently in one of the major research topics in the field of software engineering, leading the 
appearance of a novel and emerging discipline called Service Engineering (SE), which aim to bring 
together benefits of SOA and Business Process Management (BPM). SE focuses on the identification 
of service (a client-provider interaction that creates value for the client) as first class elements for the 
software construction. The convergence of SE with MDE holds out the promise of rapid and accurate 
development of software that serves software users’ goals. 

On the other hand, Information technologies are becoming one of the most important aspects for 
organizations. The business value of the data stored in the company databases has been growing to 
become one of the most important assets of the company. These data represent one crucial asset for 
tactic, strategic and operational decisions. Due to this important role of the data, companies should 
assure the access to the data to several users guaranteeing the right levels of quality they need to 
accomplish the task they have to do.   

Data Quality is a crucial issue in assessing the quality of business decisions support systems. Many 
aspects are related with the quality of the data, such as integrity, completeness, actuality and several 
other factors that make this kind of quality a multidimensional issue and a difficult issue. Data Security 
is another crucial aspect on information systems, not only because it affects Data Quality, but also 
because current information systems store sensitive and private data that should be treated rightly. 
Also, as Data Quality and Data Security are not independent concepts, the relationship between both 
concepts is worth being analyzed in order to give organizations some tools that can help in assuring 
both data dimensions. 

The Workshop on Model Driven Service Engineering and Data Quality and Security intends to provide 
a forum for researchers and practitioners working on different issues related to SE in conjunction with 
MDE, boarding open research problems in this area as well as practical experiences. The workshop is 
also focused on auditing, measuring, predicting, evaluating, controlling, assuring and improving the 
quality and security of data. Particular interests include methods, modelling languages, development 
methodologies and techniques in these fields. 

The six full papers (an acceptance rate of 54.5%) and four short papers were selected very carefully by 
the Program Committee in order to ensure a high quality workshop.  
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ABSTRACT 
Information Society depends more and more on Information 
Security Management Systems (ISMSs) and the availability of 
these systems has become vital for the evolution of Small and 
Medium Enterprises (SMEs). However, this kind of enterprises 
requires that ISMSs are adapted to their special characteristics and 
optimized from the viewpoint of the necessary resources to 
implement and maintain them. This paper presents the 
mechanisms included in the security management methodology 
for SMEs called MGSM-PYME that enables the responsible for 
security to have at all times knowledge of the level of security 
management of the enterprise. This model is being directly 
applied to real cases, thus obtaining a constant improvement in its 
application.  

Categories and Subject Descriptors 
D.2.8 [Metrics]: Process metrics. 

General Terms 
Measurement, Security. 

Keywords 
ISMS, Metrics, SME. 

1. INTRODUCTION 
The majority of enterprises have chaotic security systems that 
have been created without adequate guides or documentation and 
with insufficient resources. The classic controls seem to be 
insufficient on their own to provide us with minimum security 
guarantees. The security tools existing in the market help us solve 
part of the security problems but they never face the problem in a 
global and integrated way. Finally, the huge diversity of these 
tools and their lack of integration imply an enormous cost in 
resources to be able to manage them.  

Experience has shown that for enterprises to be able to use 
information and communication Technologies with guarantees, it 
is necessary to have guides, metrics and tools that allow them to 
know at all times their security level and the vulnerabilities that 
have not been covered yet [1]. In SMEs, the application of 
security regulations has to face the additional problem of not 
having enough human and economic resources to perform an 
appropriate management.  

According to recent researches [2], the success of ISMSs 
mainly depends on the following factors: i) approach security 
towards business; ii) implement security taking into account the 
enterprise culture; iii) achieve the indisputable, visible and 
compromised support of the enterprise management team ; iv) be 
able to understand properly security and evaluation requirements 
and risk management; v) make the management team as well as 
the rest of employees aware of the need of security; vi) offer all 
the organization training and guides about policies and 
regulations; vii) define a measurement system to evaluate the 
performance of the security management as well as suggest 
improvements. Regarding SMEs, these factors are important but 
also the ISMS must be optimized with reference to necessary 
resources and besides, its reach must be enough not to overlook 
security but not excessive to control its cost. For that reason, it is 
very important to have methodologies for information security 
management not only that are especially designed for this kind of 
enterprises but also that allow us to reuse knowledge in a way that 
their implementation is faster, more certain and cheaper.  

In this paper, we will focus on the seventh of those factors, 
“define a measurement system to evaluate the performance of the 
security management as well as suggest improvements” adapting 
it for SMEs to achieve a very low maintenance cost offering the 
responsible for security the maximum possible value, allowing 
him/her to know how the fulfilment level of the different controls 
evolves at short term.  
The paper continues with section 2, briefly describing how this 
problem is faced by each one of the main methodologies and 
models for security management existing today and their current 
tendency. In section 3, we will briefly introduce our proposal of 
methodology for security management oriented to SMEs called 
MGSM-PYME. In section 4, we will present the process used in 
MGSM-PYME to know and maintain the level of security in a 
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dynamic way. Finally, in section 5, we will conclude by 
indicating our future work. 

2. RELATED WORK 
With the purpose of reducing the lacks shown in the previous 
section and the losses caused by them, a huge number of 
processes, frameworks and information security methods have 
appeared and the need to implement them is being more and more 
known and considered by organizations but they are inefficient 
for SMEs as it has been shown.  

In relation to the more highlighted standards, it has been 
proved that the majority of security management models are 
based on the international standards ISO/IEC17799 and 
ISO/IEC27002 and that the security management models that are 
being more successful in big enterprises are ISO/IEC27001, 
COBIT and ISM3, but they are very difficult to implement and 
require a too high investment that the majority of SMEs cannot 
make [3-5]. Although very interesting new proposals oriented to 
this kind of enterprises are arising, they face problems in a very 
incomplete way.  

In numerous bibliographic sources, the difficulty that SMEs 
have if they try to use methodologies and maturity models for 
traditional security management that have been created for big 
enterprises [3-6] is detected and highlighted. Many times, authors 
justify the fact that the application of this kind of methodologies 
and maturity models is difficult and expensive for SMEs. 
Additionally, organizations, even the big ones, tend to adopt 
groups of processes related as a set to be treated independently 
[7]. 

Among the main standards that try to carry out a process of 
metrics within the ISMS, we can highlight those stated below: 

• ISO/IEC FCD 27004 [8]: The 27000 series is a set of 
standards developed- or being developed- by ISO 
(International Organization for Standardization ) and IEC 
(International Electrotechnical Comission)- that provide us 
with an information security management framework. 
Within this family, we can find ISO/IEC27004 that is at the 
developmental stage. It will specify the metrics and 
measurement techniques applicable for determining the 
efficiency of an ISMS and that of the related controls. These 
metrics are mainly used for the measurement of the 
components of the “Do” stage (implement and use) of the 
PDCA cycle.  

• ITIL [9]: Information Technology Infrastructure Library 
(ITIL) is a wide set of management procedures created to 
help organization achieve quality and efficiency in IT 
operations. These procedures cover suppositions related to 
IT infrastructure, development and operations. ITIL 
attempts to cover, although in a very poor way, the services 
related to security management. Concerning metrics, 
organizations that work following ITIL good practices will 
see this aspect noticeably simplified because commonly 
they have adopted a culture of strategic support to the 
Management team through scorecards, through the 
definition and control of performance indicators (KPI) and 
those of fulfilment (KGI), among others.  

• COBIT [10]: COBIT (Control Objectives for Information 
and Related Technology) is the methodology for IT 

governance developed by the Information Systems Audit 
and Control Association (ISACA) and the IT Governance 
Institute (ITGI). Objectives and metrics are defined in 
Cobit at three levels: i) IT metrics and objectives that define 
what the business expects from IT (measurement by 
business): ii) Metrics and Objectives of Processes that 
define the necessary delivery of the IT process to let us 
reach IT objectives (measurement of the process in IT); iii) 
Metrics of performance of the process (to indicate whether 
the objectives will be fulfilled or not). Cobit mainly uses 
two types of metrics: KPIs (number of incidences solved by 
Service Desk) and KGIS (average time of solving 
incidences).  

• ISM3 [11]: This management model of security and its 
maturity is oriented to implement an ISMS as well as to 
define different security levels where each one of them can 
be the final objective of an organization. ISM3 contains a 
small set of metrics of management of processes oriented to 
the continuous improvement of the process since there are 
criteria to measure the effectiveness and efficiency of the 
information security management systems.  

The problem of all the metrics defined by the main standards 
is that they are considered as something isolated from the rest of 
the system without integrating them into the global functioning of 
it with the aim of obtaining better information of the state of the 
security level of the controls at every moment. This makes them 
loose part of the importance that they could have for the 
responsible for security.  

Therefore and as a conclusion of this section, we can state that 
it is appropriate and relevant to face the problem of developing a 
set of metrics that allow us to know at all times the level of 
fulfilment of security of the ISMS controls and update them 
dynamically, thus saving costs.  

3. MGSM-PYME: Overview 
The methodology for the management of security and its maturity 
in SMEs that we have developed allows any organization to 
manage, evaluate and measure the security of its information 
systems but it is mainly oriented to SMEs because these 
organizations have the greatest failure rate in the implementation 
of the existing security management methodologies.  

One of the objectives pursued by the MGSM–PYME 
methodology is that of being easy to apply and that the model 
developed over it allows the achievement of the highest possible 
level of automation and reusability with minimum information 
collected in a very short period of time. In this methodology, we 
have prioritized quickness and cost saving sacrificing, to do so, 
the precision offered by other methodologies. In other words, the 
developed methodology has the aim of generating one of the best 
security configurations but not the optimal one, prioritizing time 
and cost saving against precision although guaranteeing that the 
obtained results have enough quality.  

Other of the main contributions of the methodology that has 
been developed is a set of matrices that allow relating the 
different components of the ISMS (controls, assets, threats, 
vulnerabilities, risk criteria, procedures, registers, templates, 
technical instructions, rules and metrics) and that the model will 
use to generate automatically great part of the necessary 
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information reducing noticeably the necessary time for the 
development and implementation of the ISMS. This set of 
interrelations between all the ISMS components allows that the 
change of any of these objects alters the measurement value of the 
rest of objects composing the model in a way that, at all times, we 
can have an updated valoration of how the security system of the 
enterprise evolves.  

In this way and from the information obtained through the 
implementation in different enterprises, we have developed a 
methodology of information system security management and 
maturity and a model associated with it.  

This methodology is composed of three main subprocesses:  

• GEGS – Generation of Schemas of Security Management. 
The main objective of this subprocess is oriented to the 
construction of “schemas” that are necessary structures for 
ISMSs construction, created for a set of possible enterprises 
of the same category. These schemas are reusable and allow 
us to reduce the time of creation of the ISMS as well as its 
maintenance costs to make them adequate for SMEs 
dimension. The use of schemas is especially interesting in 
the case of SMEs because due to their special 
characteristics, they should have simple and very similar 
information systems. 

Within the follow-up of the security level of the controls 
at the maintenance stage of the ISMS, the interrelation 
between objects (see Figure 1) plays a fundamental role 
because thanks to the existing relations we can determine if 
the objects are affected by the unfulfilment of a rule or the 
incorrect use of a procedure in the ISMS, adequating their 
security level. 

 
Figure 1. Artefacts composing GECS subprocess 

• GSGS – Generation of Security Management Systems: The 
main purpose of this subprocess is the creation of an ISMS 
appropriate for an enterprise, using, to do so, an existing 
schema (see Figure 2). 

 

 
Figure 2. Artefacts composing GSGS subprocess 

 

• MSGS –Maintenance of the Security Management System: 
The main purpose of this subprocess is that of maintaining 
and managing the security of the enterprise information 
system providing updated information of a generated ISMS 
(see Figure 3). 

 

 
Figure 3. Artefacts composing MSGS subprocess 

Activity (A3.3) that manages the follow-up of the security 
level is centred in the third subprocess MSGS but it is supported 
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by the structure of the schema and the interrelations established 
between the different objects of the ISMS for its functioning.  

4. Scorecard for security management  
The scorecard that has been implemented has the main objective 
of maintaining the maturity level of the ISMS updated as well as 
knowing at all times the level of fulfilment of the security controls 
composing the ISMS of the enterprise.  

Now, we will describe the basic schema of inputs, tasks and 
outputs composing the activity in charge of managing this 
scorecard: 

• Inputs: As inputs, we will: i) the certificate of security 
culture because, without it, we cannot access the 
information system of the enterprise; ii) input data of the 
users (e.g. measurements of the level of fulfilment of the 
controls by the security auditor as part of the recalibration 
process); iii) from the ISMS information repository, we will 
obtain information about changes in the level of fulfilment 
of the security controls. 

• Tasks: The activity will be formed by seven tasks that are 
independent and that will be executed when necessary 
without a time limitation (represented by a clock in the 
schema). These tasks are as follows:  

o T3.3.1 – Manage the security scorecard: It allows 
the responsible for security (Cl/RS) to know at all 
times the level of security management of the 
information system without having to wait for 
expensive and late external audits. 

o T3.3.2 – Manage the periodicity of the procedures: 
It allows us to measure the impact of unfulfilling 
the execution of a procedure on the system.  

o T3.3.3 – Manage the security violations: It allows 
us to measure the impact that the unfulfilment of a 
security rule of one of the security regulations 
approved in the ISMS will have on the rest of 
artefacts forming the system.  

o T3.3.4 – Manage the certificates of security 
culture: It allows us to measure the level of the 
users with respect to the security culture of the 
enterprise in order to take corrective measures ( 
e.g. Awareness or security courses). 

o T3.3.5 – Perform periodic audits: They will be 
performed periodically by an external auditor as a 
mechanism of recalibration of the scorecard. 

o T3.3.6 – Perform general metrics: It allows us to 
measure other ISMS specific factors associated 
with the functioning of procedures and controls 
((e.g. response time to security incidents). 

o T3.3.7 – Manage the alert system: It facilitates that 
the responsible for security (Cl/RS) is informed of 
failures or distortions in the IS security 
management without having to supervise it 
continuously.  

• Outputs: The output produced by this subprocess will 
consist of a series of reports associated with changes in the 
levels of fulfilment of the security controls and with 

violations of the regulations in order to make it possible that 
the security auditor (AuS) and the responsible for security 
(Cl/RS) can analyze it and determine improvements.  

 

sP3 – MSGS – A3.3
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Figure 4. Detailed schema at the level of task of the activity 

A3.3 
 
In Figure 4, the tasks that take part in the activity are shown in 

a much more detailed way and we can see how they interact with 
the ISMS repository that is in charge of containing the statistics 
and data introduced by the users of the information system during 
their daily work with the ISMS.  

Each one of the tasks defined in this activity has a clearly 
defined objective to maintain the system updated that is: 

Within these tasks, T3.3.2, T3.3.3, T3.3.4, T3.3.5 and T3.3.6 
generate values that alter the security level of the enterprise 
represented in the scorecard (T3.3.1) and this can produce alerts 
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in the system (T3.3.7). The functioning of the tasks of this system 
can be graphically seen in Figure 5.  

 

 
Figure 5. Graphical representation of the tasks of activity 

A3.3 
 

This activity has been designed to allow the ISMS to evolve 
the level of fulfilment of the security controls dynamically 
without the compulsory (but advisable) intervention of external 
auditors. Thus, the enterprise does not have to wait for the arrival 
of external auditors to know how the security of the information 
system is evolving because the system updates it continuously by 
changing the security level of the controls and readjusting all the 
objects of the system.  

The result of each change is reflected in the level of fulfilment 
of the controls of the security scorecard that becomes the control 
center of the responsible for security (Cl/RS) of the enterprise to 
analyze the evolution of the system and take corrective measures. 

Within the activity in charge of maintaining the security level 
of the controls, a series of tasks to perform have been determined: 

• Task T3.3.1– Manage the scorecard of security controls: 
The task has the purpose of performing updatings in the 
security controls composing the scorecard. The absence of 
this security scorecard in enterprises makes them not to 
have the ability of making decisions in the field of security 
at short term because they depend on the periodic visits of 
the auditors (approximately every two years) to be able to 
determine which controls have been generated as time goes 
by. However, in MGSM–PYME methodology, the existence 

of a dynamic security scorecard makes it possible that the 
responsible for security (CI/RS) knows at all times which 
security controls require to be more supervised and over 
which controls corrective measures must be taken.  

In Figure 6, we can see an example of different levels of 
the security scorecard. 

  

 
Figure 6. Levels of the security scorecard. 

 
Task T3.3.2– Manage the periodicity of procedures: The 

task shows one of the specific metrics of the methodology 
whose objective is to provide each procedure with an 
execution periodicity (minimum time for the procedure to 
be executed). In this way, when one of the ISMS procedures 
is not executed within this period of time, this task 
generates an alert whose objective is to reduce the security 
level of the controls associated with this ISMS procedure 
and the elements associated with it. The responsible for 
security (Cl/RS) will finally determine if reducing security 
makes sense or not. On the contrary, when a procedure is 
executed before the established periodicity, the level of 
fulfilment of the associated controls will increase. 

The periodicity system of the objects has been planned 
to be autoregulated every year. For that reason, at the 
beginning, we establish that all objects have a monthly 
periodicity (e.g. if the first year a procedure is executed 50 
times, the following year, the periodicity of such procedure 
would be 365/50, in other words, weekly and the following 
year, we will calculate the average taking into account all 
the information of the database related to the periodicity of 
the object to obtain the periodicity that is closer to reality. 
On the contrary, if a procedure must be executed only twice 
a year, initially the alert will appear each month and the 
responsible for security will determine if the procedure is 
actually being unfulfilled. If so, he/she will approve a 
penalization (–1%), or on the contrary, if it has not been 
necessary to execute the procedure, he/she will cancel the 
penalization.  

Thus, periodically, each procedure tries to make the 
responsible for security (Cl/RS) aware of its existence 
regulating the level of fulfilment of the associated controls.  

• Task T3.3.3 Manage the security violations: The objective 
is that of providing other measurement mechanism that 
allows us to have the level of security management of the 
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enterprise updated. This task lets us control the violations of 
the security regulations of the ISMS of the enterprise, 
penalizing the controls associated with the rules that have 
been violated, always when the responsible for security 
(Cl/RS) considers that there has been a violation.  

Opposite to the autoregulation mechanisms included in 
other tasks, the percentage of penalization in the system of 
complaint is high because there is an evidence of a violation 
of the security regulations. In our methodology, we have 
established a penalization of 1% over the total value of the 
security controls related to the unfulfilled regulation and the 
loose of one point in the certificate of security culture of the 
user of the information system that has caused the violation.  

This task has only a penalization character because it 
does not provide a mechanism that allows the increase of 
the level of fulfilment of the controls or of the certificate of 
security culture. 

At last, we have determined not to reward the user that 
makes the report to avoid that this report becomes 
invalidated for that. 

• Task T3.3.4 – Manage the certificates of security culture: 
The purpose is to update the score of the certificates of 
security culture as well as that of the security controls 
associated with them when certain actions take place: i) 
violations of the security regulations; and ii) when the 
certificate of security culture is lost because of not having 
the required points. 

Throughout the research, we have determined that the 
higher is the security culture of the enterprise, the higher is 
the number of reports that come from the users; even more 
when such reports currently do not imply serious 
penalizations to those users reported. 

When a report of a security incidence is made and the 
responsible for security considers that the report is justified 
and approved it; this fact affects not only the global security 
level of the enterprise but also the score of the certificate of 
security culture of the user that performed the security 
violation. Each security violation implies the loose of one 
point in the certificate of security culture (NCS) that the 
user had at that moment and that was the result of the mark 
obtained in the security culture test minus the points already 
lost during the validity period of that certificate because of 
violations of the regulations in force in the enterprise. If the 
loose of points due to security violations makes the score of 
the certificate of security culture be lower than 5 points, the 
user will loose the certificate as well as the access to the 
information system of the enterprise until he/she passes the 
test again and obtains a new certificate of security. All this 
process can be seen in Figure 7. 

This process is used as a preventive control for users of 
the information system to be conscious of the cost that 
violations of regulations imply. Furthermore, the measure is 
not excessively serious and therefore, the users do not reject 
it. This control does not imply a management cost either of 
time or of resources representative for the enterprise but it 
does imply an important effort to establish a correct security 
culture of the enterprise. 
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Figure 7. Alteration of the NCS due to a violation of the 

regulations 
 

In Figure 8, we can see how the scores of the security 
culture test are related to the regulations-controls matrix in a 
way that when a security certificate is obtained with a low 
mark, this affects the controls associated with the 
regulations from which the questions have been obtained 
because when the user fails a question of the test, the 
percentage of the level of the controls associated with such 
question decreases in a (–0.1%). In the same way, if the 
answer is correct, the level of the controls increases in a 
(+0.1%). 
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Figure 8. Manage the certificates of security culture. 

 

• Task T3.3.5 – Performance of periodic audits: The 
objective is the performance of external audits that will be 
used for recalibrating the levels of fulfilment of the security 
controls composing the ISMS scorecard.  

This task consists of the performance of a verification 
list (that could be the one performed in task T1.2.2) by the 
security auditor (AuS) and comparing the result of the level 
of fulfilment obtained for every ISMS security control in 
the evaluation of the external security auditor (AuS) to the 
current level of fulfilment of the scorecard with the 
objective of:. i) determining the variations existing between 
the controls and their reasons as well as determining which 
metrics have worked incorrectly; y ii) recalibrating the 
scorecard, updating again the level of fulfilment of the 
security controls. 

Our methodology has been put forward to reduce the 
need of periodic audit due to two reasons: i) The first one is 
that they imply a huge cost for the enterprise; and y ii) the 
second one is that as they are performed in long periods of 
time (e.g. every two years), they cannot be used to take 
measures at short term that are the ones that really mean a 
cost saving for the Enterprise because they maintain the 
security level.  

Throughout the research, we have come to the 
conclusion that if the responsible for security detects the 
degeneration of a security control at an early stage, it is very 
easy to determine and apply corrective measures because 
the control is only suffering a degeneration but it still has 
the pillars over corrective measures must be applied. On the 
contrary, if a level starts to degenerate and this procedure 
takes long time without taking corrective measures, finally, 
the control looses all its consistency and to fulfil it again an 
enormous effort will be required. This is due to the fact that 
when a control is degradated during a long period of time, 
finally it will negatively affect the security culture of the 

Enterprise. Therefore, our methodology tries to avoid to 
depend only on the periodic audits (e.g. every two years) 
leaving them just as an autoregulation mechanism to 
determine small deviations that could have arisen. 

The results of the audit concerning the level of 
fulfilment of the security controls should not differ in more 
than a 5% of the current level of fulfilment of the ISMS 
scorecard. If they did, we should determine the reasons of 
the deviations: i) malfunctioning of the defined metrics; ii) 
lack of metrics; iii) incorrect use of the ISMS by the users; 
iv) lack of supervision of the responsible for security 
(Cl/RS), v) etc. 

• Task T3.3.6 – Manage the general metrics: The objective is 
that of providing new information about the state of the 
security of the ISMS through the use of a series of general 
metrics. 

 

 
Figure 9. Alert system for security levels control 

 
These metrics do not affect the level of fulfilment of the 

ISMS controls directly but provide the responsible for 
security (Cl/RS) with information about measures that must 
be taken to improve the information system security 
Management. 

The responsible for security (Cl/RS) can decide to alter 
the value of the levels of fulfilment of the security controls 
manually from the information provided by these metrics, if 
he/she considers it appropriate. 

• Task T3.3.7 – Manage the alert system: The objective is 
that of avoiding that the responsible for security (Cl/RS) has 
to be continuously analyzing all controls of the security 
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scorecard to determine if a degeneration of the system is 
taking place. 

This task sends an alert to the responsible for security 
(Cl/RS) when the level of fulfilment of a control is higher 
than one of the established limits (eg. 0–10%, 10–25%, 25–
50%, 50–75%, 75–90%, 90–100%) indicating that a change 
from the limit X to the limit Y has occurred and the reasons 
that have caused this change. Thus, the responsible for 
security (CI/RS) can determine if the reasons have been 
objective or if we are dealing with a bad interpretation of 
the system and in such a case, he/she can regulate again the 
control level. In Figure 9, we can see graphically the flow 
followed by the task.  

5. Conclusions 
In this paper, we have presented a model that allows us to know at 
all times the level of fulfilment of the different controls forming 
the ISMS of a SME through the use of a scorecard and a set of 
metrics. We have defined how we can use this model and the 
improvements that it offers, focusing on its main improvement: 
the possibility of knowing at all times the level of security of the 
controls composing the security Management system and if these 
controls are being degradated in a way that the responsible for 
security can make decisions at short term that avoid a greater 
degradation of the security controls.  

The characteristics offered by the model and its orientation 
towards SMEs have been received very well and its application is 
being very positive because it allows this kind of enterprises to 
access the use of scorecards within the information security 
Management Systems. So far, this had been only possible for big 
enterprises. Moreover, with this model, we obtain short-term 
results and we reduce the costs implied by the use of other 
methodologies or the application of corrective measures at long 
term, thus achieving a greater degree of satisfaction of the 
Enterprise.  

At last, we consider that the work carried out must be 
widened with new specifications and new metrics that allow us to 
obtain more precise results in the scorecard.  

All future improvements of the scorecard are being oriented to 
improve its precision but always respecting the principle of 
resource cost s in other words, we look for improving the 
precision offered by the ISMS but without incurring in greater 
costs of generation and maintenance of the ISMS.  
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